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PASSWORD POLICY 

 

We have process of identifying users in a manner which makes it difficult for one user to impersonate 

another. Passwords are an important aspect of computer security. They are the front line of protection for 

user data. A poorly chosen password may result in the compromise of company’s entire corporate 

network. The purpose of this policy is to establish a standard for creation of strong passwords, the 

protection of those passwords, and the frequency of change .All employees are responsible for taking 

appropriate steps, as outlined below, to select and secure their passwords. 

 

1) All system level passwords must be changed frequently or at least on a quarterly basis. 

2) Passwords must not be inserted into email messages or other forms of electronic communication. 

3) Password must not be revealed over the phone to anyone. 

4) Password must not be shared with family members. 

5) Password must not be revealed to coworkers while on vacation. 

6) Password must not be written and stored anywhere in the office. 

7) Password must not be stored in a file on any computer system without encryption 

 

 

A strong password must: Be as long as possible (never shorter than 6 characters).  

Include mixed case letters; if possible include digits and punctuation marks, if possible.  

Not be based on any personal information. Not be based on any dictionary word, in any language.  

While most shared systems can enforce at least some of these rules, almost none have features to enforce 

all of them.  

 

Change his password regularly, in order to limit the amount of time available to guess it. Never use the 

same password twice. Some systems have a password expiry feature, systems which do not have such 

feature it is advisable to regularly change passwords. The password policy must be strictly adhered to by 

the employees having access to data requiring password based security access 

 


